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! The National Security Agency
2 The Falklands War
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(8) German and American case officers who had worked together remember the
/= ' days of MINERVA with fondness. For almost everyone it was the highlight of
their careers. Even during periods of disagreement, there was a reccgnitien
that the greater good of Western intelligence required that the project continue
to run smoothly. Cultural differences, and the divergent interests of the two
countries, were overcome, again and again, te fashion the most profitable
intelligence wventure of the Cold War.
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{(Ts) The American-German partnership on MINERVA had continued for over
(™ twenty Years. To¢ the Americans it represented over 40 percent of HNSA's total
machine dec"yptions_. and was regarded as an irreplaceable resocurce, To the
Germans, however, it was even more important, accounting for 90 percent of the
BND"s diplomatic product rep&rta._ The END regarded it as. the linchpin of’its
h:l.ghly productive. intelligence relationship with the Americans.
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(U) Boris Caesar Wilhelm Hagelin was raised under wvery different

circumstances. BPBorn in Adschikent, a small town near Baku in Azerbaijan, om

™ July 2, 1892, he was the son of a wealthy Swedish industrialist who managed the

- Baku oilfields for the Hobel family. His father was a personal friend of Emanuel
Nobel, who then headed the family, and it was assumed that Boris would someday
assume management of the Nobel oil interests in Russia. After early schooling
in Russia, Boris was sent to Sweden to finish his education, and graduated from
the Royal Technical University in Stockhelm in 1514 with a degree in mechanical
engineering. He entered employment with ASEA (Allmanna Swvenska Elektriskz
Bktiebolaget), the General Electric of Sweden, to apprentice for his presumed
management role in the Nobel enterprises. But as the Russian Revolution so
inconveniently interwvened, it would not hawve been politiec, or everd possible, for
him to go back to Baku, so he spent a year in the United States, marking time,

Slaois 5 LS 53 6K Lo o5 ol o&iins 5 5 1K aT 4355 b 1) (i g0 dnr 4 4 () 50, piile &S

31 dnm 0955 We sy > 9 5k

& Boris Hagelin
" The Bolsheviks
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...{U}) The Story of the M-209
~
{U) The €-36, which eventually became known as the M-208 in American
circles, was ideal for battlefield use. It was light, easy to carry, required
no electricity, and could produce enciphered characters at the rate of almost
one every two seconds. In 1937 Hagelin journeyed to the United States to
peddle his wares, and there he first met William Friedman. The two men
immediately hit it off -- they enjoyed similar interests, and stayed in touch

with each other. Hagelin was again in the United States in 1939, trying to sell
the C-36 and its successor, the C-38, and showed Friedman the imoroved machine.

S o ol 1 S o 5 oela 1) o o 4 B cply o 33 g 5labs (oS bl Sy o8 b ply JL
A8 Sl eslial b 1y ooy ply ¢ 250 bl &5 1587 0 Ol SIS S5 & (555 1 ok oy ply et JoH15 Slaoing
313 g plowl o sKnn 0 4y o Sl eslizal L1y (Ui a5 Slkes ply 85,8 g 5 5,8 oo Sl oy e

1 O el (Sl i VsannOles Gy b pois & Gl & 350 oS M-209 olas b skdie ply ol
oS Gloj s gn e3lizal bag 5 O o 5)5m 3 (SSB slaply & 5as sl 0T 51 a8 T 5l ki 2 S LS 5
.;,u._,:;)\qsu(gc.u;;@@uffl,JLﬁ,ﬂuéju

b el &S g 55 55| w3 Smith Corona typewriter L= ,8 45 K 0lbo; M-209 o&ews 58 VFr A
(K S| g 1 Zdpdy Sy g S 5 oot SV B o 5 Ok AP 2550 4 (313,515 Co 5 e
4355 b 5y edonte VLI il (1B e 5 aubie S50 oS Sl 535S LSSl W s 1) el bl
Sy 03,y5] Olb g

Iy 55 olSams ja st does s (e3%e O das lsldizdls J 551y (g9 alblios o0 0T Olu gl 3925 ol b
L OT L skijey ply il 5 I T (la (ST 48 o onlinl palatel (SGISG Iy 51 bt ile 5 sl
05 88 415 I T Slelie (23 306 CX-52 Ty 487 sy o8t (sla i S 5138,

5 O S35 sl bl Ol 131 a3 (0 T (658G 50,5 LB 01y 0o OT (5 UKo sl o
2l 8755 0SS T K52 5 54l b in gy St 5 3585 B oS i3 S o 03litad (655 (Slapts I Jlod 5,8

Lsd A U358 0T & 5 L 55 Oler slay 528

8 Enigma
% Eindhoven

~N

] AYVVNV-AFNOF @ i sS Sledlbl (6 55lid 35 10 leislo ol  cato olKisls o lgi]

INfFO@NSEC.Ir g Sl oy = YVV-YRVOYYS Sl



YA S+ axa)

" @ oleiol cixio olfiils LT panss 5,
=

\L

(

(8) When, in 1550, North Korean forces attacked the south, Army
codebreakers cracked the North's communications security like a nut in a vise.
A year later that effort, too, was in tatters, a victim of North Korean
communications security improvements. The codebreakers were to read none of the
_enemy's high-level systems for the rest of the war.
- "
{5} And so American codebreaking entered into a period that CIA official
Charles Collins once called "the Dark Ages of American cryptolegy." When Dwight
Eisenhower became president, American cryptologists were reading none.of the
high-level ciphers of their three principal enemies.
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(s) When Hagelin arrived in Washington, he and Friedman went to dinner at
Friedman's favorite haunt, the exclusive Cosmos Club. Over dinner, Friedman set
forth quite a different menu. Would it be possible, Friedman asked, to control
the sale of the new machines in.such a way that only certain countries could
purchase the newer, more secure, machines? Hagelin sounded interested, and

agreed to hear what Friedman's organization, the Armed Forces Security Agency
~~[(AFSR), had to offer.
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10 William Friedman
1 Licensing Agreement
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(S) The Licensing Agreement was not much different, technically, from the
Gentlemen's Agreement, but it was in writing. Hagelin could sell any machine to
. any MATO countries, plus Switzerland and Sweden. BAs for the rest, the agreement
had an attached chart showing who could buy what. It was to last for five
yvears, with automatic remewals annually past 1965 for another ten years. After
1375, renewals would require specific concurrence from both parties. The United
States would have patent rights to all Hagelin eguipment {except for the pocket
. device, which Bo still possessed) for the duration of the agreement.
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{S) The sale was made on 4 June, and the agreement with the BND was
contained in a 12 June 1970 memorandum of understanding between CIA and the BND.
For CIA, COB Munich Tom Lucid signed, in a hand made shaky by Parkinson's

~~1lisease, while the BND signature was illegible. It specified that the BND,

~“Lperating through Deutsche Truehand Gesellschaft-Munich (DTG-M), would purchase
AEH. The sale price was 25 million Swiss Francs, 8.5 million to be paid at
contract cleosing, and the remainder to be paid in two equal installments on 1
June 1371 and 1 June 1972. Hagelin had remarried in 1969, and insisted that' a
pension be provided for his new wife -- Elsa Hagelin (nee Svensson), his-late
wife's former nurse -- after his death. All decisions would be subject to jeint
CIA-BND coRcurrence.

Olesle 33 31 obsy 458 4yl Law Olejlo kizsls s ila 4 55 O gbee 5.75 L5 51 (sgbe s Olojlo 53,8 Blg
(Marxer and Goop fbeduiu.,gj);de}»;jﬂ 23S S8 OlIT @ 1y e 3L s [iSTT 5 5 sls,0 5 ol o
WJEQJJ}@@QJJLAQ\)'\ﬁ‘}!b&bﬁ»bdﬁa‘.vﬁly&%ﬁﬂ;%&&:ﬁb%ﬁ63;“
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14 Wilhelm Goeing
15 Richard Helms
16 Bonn
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{8) To cover the whole arrangement, CIA and the BND agreed to a special
cryptonym series. CAG would always be referred to as MINERVA, so as not to have
to use the true company name. Foreign players in the game got cryptonyms.
Nyberg, the only original CAG player who was witting, was named BALL, while his
technical, but unwitting, counterpart, Oscar Stuerzinger, was called SIEGFRIED.

{8) Each major organization got a cryptonym: thus, CIA was EOS, NSA was
HOCKEY, BND was GAMMA, ZECh was SIGMA, and Siemens was OLYMPIA. The American
firm Motorsela, which had been brought inteo the MINERVA equation in the 1360s,
was called NAVAHO. AEH, the holding company that owned Crypto AG, was called
GOLF. Even DTG, the accounting firm, had a cryptonym. It was called FIDELIO. .

{8) The Partners named their joint project THESAURUS. In the late 1980s
they changed the name to RUBICON. They held pericdic conferences to establish
or change policy. Essenﬁ_ﬁ'ﬂ?,‘*the conferences undartock the role of a covert
board of directors.

17 Sture Nyberg

18 Minerva

B BALL

20 Oscar Stuerzinger
2L SIEGFRIED
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o~ (8) Cipher readability was a wvexing question. Why produce readable and
nreadable equipment, HSA officers asked themselves, if they could sell readable
equipment to everyone? So as time went on, the American position began to
change. BAmericans became less and less agreeable to selling secure equipment to
anyone. Why secure Spanish communications if they were yielding useful
infeormation? Why, ITidEed, secure the communications of scme of the MNATO
.countries? Greece and Turkey were taken off the "secure" list at a very early
date, even thSugh they Were MATO partmers. The list of protected nations became
shorter by the year, ) .

{8} Germany, with a Eurccentrie ouktleok, strengly supported the two-
cryptologies approach. The BND did not like to sell readable equipment to its,
allies. According to bilateral MINERVA agreements, the END had to concur in all
CAG sales. But HSA remained tenacious, and in the long run, only a handful of . !
HATO nations directly or indirectly inveolved in MINERVA, plus Sweden and -
Switzerland, remained protected, £
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A\ Table 3
{8} Crypto AG: Sales and Profits, 1570-1975
Year Sales (SFr) Profits (SFr) Profit as a Percentage of Sales
1370 15,17 1.38 5%
1571 15,86 .83 5%
1572 12.17 3.47 18%
1573 27.59 2.590 10%
1374 34.48 4.12 12%
1975 51.27 4.41 | B.6%
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(TS} The negotiations teo repatriate the American hostages in Iran
dominated the late Carter years. To President Carter, it was critical to know
what the Iranians were up to, and since the Algerians were acting as
intermediaries, that information came from Algerian diplcmatic communications.
Admiral Bobby Inman, then DIRNSA, recalled in an interview that the President
wauld.frequently call him at his office at Fort Meade to request information
that NSA could gain through Algerian communications. Those communicaticns,
Inman said, were MINERVA-enabled, and this was the "absolutely critical

. ingredient" in enabling the President to appreciate the situation and manage the
“\ negotiations.
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22 Anwar Sadat
2 Billy Carter
24 Salvador Allende
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% Rolex
% Margaret Thatcher
27 Manuel Noriega
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WEST GERMANY
THE AMERICAS EUROPE AFRICA MIDDLE EAST REST OF ASIA
Argentina Austria Algeria Iran Bangladesh
Brazil Czechoslovakia Angola Iraqg Burma
Chile Greece Egypt Jordan India
Colombia Hungary Gabon Kuwait Indonesia
Honduras Ireland Ghana Lebanon Japan
Mexico Italy Guinea Oman Malaysia
Nicaragua Portugal Ivory Coast Qatar Pakistan
Peru Romania Libya Saudi Arabia Philippines
Uruguay Spain Mauritius Syria South Korea
Venezuela Turkey Morocco UA.E. Thailand
Vatican City Nigeria Vietnam
Yugoslavia Rep. of the Congo
South Africa
Sudan
Tanzania
Tunisia
Zaire
Zimbabwe
J
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- {38) Early the following year Wagner hired a bright new engineer, Dr.
dengia Caflisch -- again, without consulting the Partners. MNSA quickly realized
that she was too bright to remain unwitting, and frantically tried to cancel the
hiring. Wagner was unmoved, and Caflisch stayed. But NSA had been right. She
was too bright, and scon broke the new 500 cryptology through a known plain text
attack. She went on to expose the cryptographic weaknesses of other CAG

products, and proceeded to design her own, unbreakable, cryptologics. Her
technical brilliance attracted a follewing among several CAG engineers.

28 Peter Frutiger
2% Heinz Wagner
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31 Mengia Caflisch
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{(S) Unable to pronounce his name, his American friends called him Henry.
Widman carried this name with him for the rest of his life, and was known
informally to MINERVA teammates as Henry. His cryptonym became ATHENA, the
goddess of wisdom {and war).
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{8) When faced with customer revolt, he would get on a plane, scmetimes
alone, sometimes with Wagner, and fly off to confront the customer. This tactic
led to several trips to Latin America teo calm the waters. Chile continued to
~omplain about weak CAG cryptologics, and Henry was afraid that the Chilean navy

as just inches away from breaking its own 503 machine. wWhen the chileans

~ threatened to buy Datotek equipment, Henry assured them that Datotek could not
get an export license. (Since Chuck Kinney was himself the approving authority,
Henry was on seolid ground.) Instead, Henry assured the suspicious Chileans that
he would provide a more secure cryptolegic just for them. Chile was thus saved
as a CAG customer.

(5} After the Falkland Islands War, the Argentines discovered that the
British and Americans had broken their systems. The furious Argentines summoned
Henry to Buenos Aires to explain. The matter was not simple, said Henry, but it
appeared that NSA had broken an analeog speech system -- these systems were
notoriously weak, he said, but the CAG 500 systems were unbreakable. The bluff
worked. The Argentines swallowed hard, but kept buying CAG egquipment.
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(8} Rick Schroeder was then introduced in his true CIA colors, and they
talked awhile longer. Henry said he was willing, and they shook hands. When
they entered the garden where the luncheon was in progress, it was thumbs up.
There was much congratulating and Gemutlichkeit. The luncheon became an event.

(8) Years later, Henry recalled the lunch. He felt that he had been

J= 1elcomed into a secret society, and had learned the secret handshake. These
people had become colleagues engaged in a critical struggle for the benefit of
Western intelligence. These were people he could work with., It was, he said,
the moment in which he felt at home. This was his mission in life.
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34 Hans Buehler
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{(8) The next day Munich was informed that the White House had rejected the
"bail" sophistry. It was clearly "ransom," and could not be paid. BND
President Konrad Porzner.was to be informed that no Ameriecan money was to be
used to secure Buehler's release.-

(8} When informed of the American stance, Porzner decided that if
necessary Germany would proceed alone, and pay the entire $1 million. Perhaps
the Americans could be talked into paying.their share later, but even if they
could not, this was too important a matter to let a peculiarly American
prohibition stop the release of Buehler. Germany was under no such prohibition,
and would do what it believed was necessary.
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(S} Grupe appeared on camera, interviewed by a Swiss journalist. He
bluntly denled the allegaticns, terming them warmed-over claims by disgruntled
employees. Buehler was fired because company management had lost trust, and
bacause he refused to turn over his lawyer's files to the firm. He dismissed as
"insanity" the allegations that the Germans were manipulating the gear. CAG
sold in Germany, he pointed out, and in Switzerland, which had given the company
a "clean bill of health.", The whole thing was utter nonsense. - As to
allegations that foreign intelligence organizations were known to wisit CAG, of
course they had. They were customers, and good cnes. They trusted the security
of CAG gear. : . t

{8) Grupe's appearance cast enough doubt on Buehler's allegations to blur
the issue. Langley hoped that viewers would come away at least a little
confused about charges that had seemed so clear in pre-program and pre-bock
ublicity. Grupe's performance was cred;ble, d may have saved the program
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35 Michael Grupe
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{8} For customers, the Buehler affair came as a shock. The Argentine Havy
threatened to buy everything from other suppliers, and a government decision to
make a major purchase from CAG was immediately placed under review. The
Italians, always a little skittish about CAG products, seemed likely to fly out
of the CAG orbit. The Saudis, the single biggest customers, halted orders
pending clarificaticn. The CAG salesman in Indonesia was having trouble
defending CAG products, and appeared to have his own suspicions. Egypt began
peppering the company with questions about crypto security. One of the few
countries that showed little reservation was Iran. It resumed its purchase of

CAG equipment almost immediately.
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{TS) The most lucrative target using influenced crypto was Iran. The
Iranian target was 80-90 percent readable, thanks to the Iranian penchant for
buying from MINERVA. In 1988, over 19,000 Iranian decrypts were turned into
product reports, covering everything from hostage issues to the Iranian
conflicts with other Gulf States. '

AV -AFAOF 2 canaS oMbl (6 ,9ls 55 10 oyleil (leiol st oKiils «ylghol
INfFO@NSEC.Ir g Sl oy = YVV-YRVOYYS Sl



\L

A 5 YV amin)

" @ oleiol cixio olfiils LT panss 5,
=

(

Sllos 3 Ol slos>
5o (T3 5 doie (5lay 5238 4 (s p i Gyl Sl JEs e 355 K T Olkas s BND Slelis Lol
@‘omo‘yw,@;\}vu)b‘,yiéumag;}ui;ﬁu‘u),,zfrl.xfs;ﬁd\,wja@.w\m;@
NER{RUEPeSy stjaéracab)\blégsja 113 ol 5 8T b il | j:.ﬁud\ (s dom g a3 427) juS
DLIT (s 1 s K55 Jigr sl rlo 5 0Lt b s (G 0L 5 Sty 03 ol 2 sl 5 ey 0L 3 e Ko
ool Gadaly a3 63,57 S olsmy 5 4Bl anlsl 52y SOl me S148 W58 o S ool LOT 5557 )3 o 4 45, LSS
AT & Y5 0o WV 25004 355 g 552 b OLIT VARY Jl ool )3 eils al 5 gl e 3 (630l
S5 eSS olls
Spdee s 0 55 LT a8 sy 1SS 5 Al 0 Sty e g s [0 GV Slolie Dbk 51 OWIT (gt |
oS 313 3LS 03 sl 350550 Lo 5 ol iz &S Hle 1St 0358 cas 0l g5 K 0T Lo 5 OLES LML) &S Loy 5iS
g.@taugpyf@mu%w,u&a:M}\QLATQL,.L;,waludu)@\&uow\yqﬁ
L3S h 55 Sllas (’&“ﬂ e sl 558 ol Ol OWIT SleMbl Slblis s 5 ol
L a s ples Yoo Bl s 5 il anils OLIT (5, L 0G5 Sllas 038l L dopdey )6 A 53 Lasly 5, &
ol b I3 55 14l e 5B el B o Sk ) Mg (6 s 45T ol acaT il ) 55 . Cobs aals] Oleas Slles
Al by g 035 Oloean ”‘ﬁji’:“ (e OB 0L 530 35

(8) The HYDRA affair was the most serious security breach in the history

of the program, and its aftershocks continued to rumble through the end of the

decade. But it did not cause its demise, and at the turn of the century MINERVA
was s5till alive and well. It was a very narrow escape.
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