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1. The Hacker News Website
https://thehackernews.com/2021/04/cybercriminals-using-telegram-messenger.html

2. Jioforme Website
https://www.jioforme.com/cyber-%E2%80%8B%E2%80%8Bcriminals-using-telegram-
messenger-to-control-toxic-eye-malware/363767/
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1. The Hacker News Website
https://thehackernews.com/2021/05/hackers-using-microsoft-build-engine-to.html
2. Securityaffairs Website
https://securityaffairs.co/wordpress/117969/malware/msbuild-delivers-rat.html
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Outgoing Payments

‘ Remittance E-MAIL Layout - 11_pdf _
w | 77kB

Dear Supplier,
Please find attached Outgoing Payments 18610.
In case there is any discrepancy please notify us immediately.

Accounts Payable Department

CONFIDENTIALITY AND DISCLAIMER NOTICE:

This email contains proprietary information which may be legally privileged. It is for the intended
recipient only. If an addressing or transmission error has misdirected this email, please notify the author
by replying to this email. If you are not the intended recipient you must not use, disclose, distribute, copy,
print, or rely on this email and delete all copies. is a private company
limited by shares.
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1. The Hacker News Website
https://thehackernews.com/2021/05/microsoft-warns-of-data-stealing.htmi
2. Cybersafe Website
https://www.cybersafe.news/microsoft-warns-of-data-stealing-malware-that-pretends-to-be-
ransomware/
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void * pvPortMalloc( size_t xWantedSize )
{

BlockLink t * pxBlock, * pxPreviousBlock, * pxNewBlockLink;
static BaseType_t xHeapHasBeenInitialised = pdFALSE;
void * pvReturn = NULL;

vTaskSuspendAll();

{
if( xHeapHasBeenInitialised == pdFALSE )
{
prvHeapInit();
xHeapHasBeenInitialised = pdTRUE;
}

if( xWantedSize > 0 )

{
xWantedSize += heapSTRUCT_SIZE; Oxffffffff + 8 = 7

if( ( xWantedSize & portBYTE_ALIGNMENT MASK ) '= 0 )
{

xWantedSize += ( portBYTE_ALIGNMENT - ( xWantedSize & portBYTE_ALIGNMENT _MASK ) );

\0 /e

[¥] Badalloc (¢ piseul (clyls 35" diges S 1) JSG5
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Amazon FreeRTOS, Version 10.4.1

Apache Nuttx OS, Version 9.1.0

ARM CMSIS-RTOS2, versions prior to 2.1.3

ARM Mbed OS, Version 6.3.0

ARM mbed-uallaoc, Version 1.3.0

Cesanta Software Mongoose OS, v2.17.0

eCosCentric eCosPro RTOS, Versions 2.0.1 through 4.5.3
Google Cloud IoT Device SDK, Version 1.0.2

Linux Zephyr RTOS, versions prior to 2.4.0

MediaTek LinkIt SDK, versions prior to 4.6.1

Micrium OS, Versions 5.10.1 and prior

Micrium uCOS 11/uCOS Il1 Versions 1.39.0 and prior
NXP MCUXpresso SDK, versions prior to 2.8.2

NXP MQX, Versions 5.1 and prior

Redhat newlib, versions prior to 4.0.0

RIOT OS, Version 2020.01.1

Samsung Tizen RT RTOS, versions prior 3.0.GBB
TencentOS-tiny, Version 3.1.0

Texas Instruments CC32XX, versions prior to 4.40.00.07
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Texas Instruments SimpleLink MSP432E4XX

Texas Instruments SimpleLink-CC13XX, versions prior to 4.40.00
Texas Instruments SimpleLink-CC26XX, versions prior to 4.40.00
Texas Instruments SimpleLink-CC32XX, versions prior to 4.10.03
Uclibc-NG, versions prior to 1.0.36

Windriver VxWorks, prior to 7.0
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1. The Hacker News Website
https://thehackernews.com/2021/04/microsoft-finds-badalloc-flaws.html

2. Microsoft Blog
https://msrc-blog.microsoft.com/2021/04/29/badalloc-memory-allocation-vulnerabilities-
could-affect-wide-range-of-iot-and-ot-devices-in-industrial-medical-and-enterprise-
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1. The Hacker News Website
https://thehackernews.com/2021/05/new-spectre-flaws-in-intel-and-amd-cpus.html

2. Engadget Website
https://www.engadget.com/three-new-intel-amd-spectre-vulnerabilities-
092432930.html?guccounter=1&guce_referrer=aHROCHM6Ly93d3cuZ29vZ2xIL mNvbS8
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1. The Hacker News Website
https://thehackernews.com/2021/05/nearly-all-wifi-devices-are-vulnerable.html

2. Therecord Website
https://therecord.media/wifi-devices-going-back-to-1997-vulnerable-to-new-frag-attacks/
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1. The Hacker News Website
https://thehackernews.com/2021/04/a-new-php-composer-bug-could-enable.html

2. Thecybersecurity Website
https://thecybersecurity.news/general-cyber-security-news/a-new-php-composer-bug-could-
enable-widespread-supply-chain-attacks-8615/
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https://fa.wikipedia.org/wiki/%DA%AF%D8%B0%D8%B1%D9%88%D8%A7%DA%98%D9%87
https://fa.wikipedia.org/wiki/%DA%AF%D8%B0%D8%B1%D9%88%D8%A7%DA%98%D9%87
https://fa.wikipedia.org/wiki/%D8%AD%D8%B3%D8%A7%D8%A8_%D8%A8%D8%A7%D9%86%DA%A9%DB%8C
https://fa.wikipedia.org/wiki/%D8%AD%D8%B3%D8%A7%D8%A8_%D8%A8%D8%A7%D9%86%DA%A9%DB%8C
https://fa.wikipedia.org/wiki/%D9%88%D8%A8%DA%AF%D8%A7%D9%87
https://fa.wikipedia.org/wiki/%D9%88%D8%A8%DA%AF%D8%A7%D9%87
https://fa.wikipedia.org/wiki/%D8%A7%DB%8C%D9%85%DB%8C%D9%84
https://fa.wikipedia.org/wiki/%D8%A7%DB%8C%D9%85%DB%8C%D9%84
https://fa.wikipedia.org/wiki/%DA%AF%D9%88%DA%AF%D9%84
https://fa.wikipedia.org/wiki/%DA%AF%D9%88%DA%AF%D9%84
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Email Password, Username and ID of a user on Logo Maker

public void createdlll) {
try {
G L cnt v] o= new GEEEEEEDC | ot (new GEEEEEN cdentials ( GEEEGEGEG_G_——— 0
this.client = vl;
vl.setRegion({Region.getRegion(Regions.US MEST 1)):
this.createEndpoint(Definitions.pushFBToken) ;
}
catch( ption v@) {
Helper.Log(“creat<@l error + vD.getMessage() + + Definitions.pushFBToken):
}
}

Credentials to Push Notification services embedded into an application
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1. The Hacker News Website
https://thehackernews.com/2021/05/these-23-android-apps-expose-over.html
2. Techspot Website

https://www.techspot.com/news/89762-researchers-found-23-android-apps-exposed-over-
100.html

' Aviran Hazum
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