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YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!

If you want to restore them, follow this link: email dayonpay@aol.com YOUR ID

If you have not been answered via the link within 12 hours, write to us by e-mail: dayonpay@goat.si

Attention!
« Do not rename encrypted files.

« Do not try to decrypt your data using third party software, it may cause permanent data loss.

« Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can
become a victim of a scam.

380 b bwgs sucds sloxsl Locnly Jo 6 F S

File Edit Format View Help

g11 your data has been locked us ]
You want to return?

write email dayonpay@aol.com or dayonpay@goat.si
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Kernel32.dll

WaitForSingleObject¢ InitializeCriticalSectionAndSpinCount¢ LeaveCriticalSection¢ EnterCriticalSection«
ReleaseMutex« GetProcAddress¢ LoadLibraryA« GetLastError<CloseHandle
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C:\crysis\Release\PDB\payload.pdb

IThis program cannot be run in DOS mode.
GetProcAddress

LoadLibraryA

GetLastError

WaitForSingleObject
InitializeCriticalSectionAndSpinCount
LeaveCriticalSection

EnterCriticalSection

ReleaseMutex
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(1§ ' dop exe (2484) Tahlilgar-PC\Tahiil... "C:\Users\Tahliigar\Desktop'\dop exe”
(=) §g% cmd exe (1920) Wind... Microsoft Corporat... Tahlilgar-PC\Tahlil... "C:\Windows‘system32'cmd exe”
" mode.com (2016) DOS ... Microsoft Corporat... Tahlilgar-PC\Tahlil... mode con cp select=1251
% " vssadmin.exe (3388)  |Com... Microsoft Corporat... Tahligar-PC\Tahlil... vssadmin delete shadows /all /quist
(=1 # 7 dop.exe (3996) Tahlilgar-PC\Tahiil... "C:\Users\Tahligar'Desktop'dop exe” -a

48 omd exe (308) Wind... Microsoft Corporat... Tahlilgar-PC\Tahlil... "C:\Windows'system32'cmd exe”
% “mode.com (1664)  |DOS ... Microsoft Comporat... Tahligar-PC\Tahlil... mode con cp select=1251
% vssadmin.exe (1996)|Com... Microsoft Comporat... Tahligar-PC\Tahlil... vssadmin delete shadows /all /quiet
(=) §3% cmd exe (2016) Wind... Microsoft Corporat... Tahlilgar-PC\Tahlil... "C:\Windows‘system32'cmd exe”
#%mode.com (2264)  |DOS ... Microsoft Corporat... Tahligar-PChTahli... mode con cp select=1251
% vssadmin.exe (368) |Com... Microsoft Comporat... Tahligar-PC\Tahli... vssadmin delete shadows /all /quiet
*imshta exe (2412) Micro... Microsoft Coporat... Tahlilgar-PChTahiil... "C:\Windows\System32'mshta.exe” "C:\Users\Tahligar'App Data“ Roaming\Microsoft\Windows"Start Menu'\Programs’\Startup‘Info hta"
i”f’jmshta exe (2612) Micro... Microsoft Corporat... Tahlilgar-PChTahlil... "C:\Windows\System32'mshta exe” "C:\ProgramData‘Microsoft \Windows"\Statt Menu*Programs*Startup®Irfo hta”
i omd exe (3848) Wind... Microsoft Corporat... Tahliigar-PC\Tahlil... "C:\Windows\system32cmd exe”

MBIl cadld Job o gla! Gy p (F5 50 )L be 7 JSo

oo ol gl L& Y-¥

s 2 o o 1y Sl b1 0g3 (sl Jab o 138l ol o,Lil 55 UL slacend o a5 jghailen
s 5o a5 Al oo Laialy glo LB g J8lzl Lol LB les ool sbwl sl LB opl oS oo ol
iloas olou! Jele RSN szl by o OT s> sl Startup

1. C:\Users\Tahlilgar\AppData\Roaming\dop.exe

2. C:\Users\Tahlilgar\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\dop.exe

3. C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\dop.exe

4. C:\FILES ENCRYPTED.txt

5. C:\Users\Tahlilgar\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\Info.hta

6. C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\Info.hta

a3 oo Las 1) a8 )IRlzl Lt oad Sud (slo sy o] iy JSS 5 O Le

1. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\dop.exe

2. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\C:\Windows\System32\Inf
o0.hta

3. HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\C:\Users\Tahlilgar\AppDa
ta\Roaming\Info.hta
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ﬁ HELMSOFTWAREXMicrosoft "WWindows“Cument WVersion“Fun

1 C:UsershTahlilgar-App Data“Roaming“nfo hta Microsoft (R} HTML Applice
[ CwWindows System 32%Info hta Microsoft (R) HTML Applicz
(=] dop.exe
m WiMware User Process Whtware Tools Core Service
ﬁ HECLUANSOFTWARENMicrosoft Windows CurmentVersion . Run
=7 dop .exe

5 C\Program Data*Microsoft WWindows*.Start Menu*Programs*Startup
__| desktop.ini.id-CCCBEBBES3. [dayonpay@acl.com]. DOP
(=] dop.exe
1 Info hia
5 ClUsershTahlilgarspp DataRoaming . Microsoft "WWindows Start Menu“Programs*.Startup

|| desktop.ini.id-CCCBBBS3. [dayonpay @aocl.com]. DOP
=7 dop .exe
= Info hta

o oilgs g 3 (s sy LSl Y JSCS
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PalS s i Lot |y el gy JSK5 l gm 0 Il B s aslyg ol 5 oS

i

T Exeinfo PE - ver.0.0.50 by A.SL - 1015+67 sign 2018.03.31 =] =

dop.exe B

Entry Point :  Qoo0AsDo oo EF Section @ text : %
y FieOffset: 00009000 FirstBytes : 55.88.EC.81.EC
%“- Linker Info @ 10,00 SubSystem ¢ Windows GUI

FleSize: 00017200k (8] Overlay:  nNoO 00000000 Q
-

das

Image is 32bit executable RES/OVL: 0 'f 0 % 2017

135

Microsoft Visual C++ ~v.7.10 - 10 - Visual 2010 [Debug U?_] ’5,:3” IIrt]
Lamer Info - Help Hint - Unpack info 15

Mot packed , try OllyDbg v2 - www.ollydbg. de or IDA 'u'E WWW, hv.=_}(—ran-I . @ -

Slols (Ll A S

4 b3y (e (Sdld 55 et s 50 )18l sl 2l Jsb 0 a8 5 O jg0 sla o) p 4 ax gLy
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r

d Capturing frem Local Area Connection
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
mae TRE Re==Zzf sFEQQQE
[. |App|‘-,' a display filter ... <Ctrl-/=> m - | Expression... +
Ma. Time Source Destination Protocol  Length Info &
144 341.179472 feB@::2556:29fe:47a.. ff@2::1:2 DHCPwE 154 Solicit XID: @x4fccl? C..
145 342.887228 Vmware_82:c4:4c Broadcast ARP 42 Who has 192.168.249.128..
146 372.843611 192.168.249.1 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
147 373.843615 192.168.249.1 239.255.255.250 S55DP 216 M-SEARCH * HTTP/1.1
148 373.179484 feB@::2556:20fe:47a. ffB2::1:2 DHCPvE 154 Solicit XID: @xd4fccl? Cu.
149 374.841788 192.168.249.1 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1
15@ 375.@848841 192.168.249.1 239.255.255.250 S55DP 216 M-SEARCH * HTTP/1.1
151 331.447481 Vmware_82:cd:4c Broadcast ARP 42 Who has 192.165.249.128..
152 382.887881 Vmware_82:c4:4c Broadcast ARP 42 Who has 192.168.249.128..
153 383.887579 Vmware_@2:c4:4c Broadcast ARP 42 Who has 192.168.249.128..
154 385.445531 Vmware_82:cd:4c Broadcast ARP 42 Who has 192.168.249.128..
155 386.887189 Vmware_82:c4:4c Broadcast ARP 42 Who has 192.168.249.128.. E
156 387.0@7444 Vmware_@2:c4:4c Broadcast ARP 42 whoe has 192.168.249.128.. ~
* Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
> Ethernet II, Src: Vmware_@2:cd4:4c (8@:8c:29:82:c4:4c), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
I Address Resclution Protocel (request)
pege  ff ff £f £f ff ff @@ 8c 29 82 c4 4c 88 86 8B 81 ........ Jouluwun
GE1E BB BE 86 B4 BB Bl 82 Bc 29 82 c4 4c @ a8 981 ........ Jouluwun
0E20 90 90 G9 90 BB BB c® a8 fa 8B 000 L. ..
O ¥ Local Area Connection: <live capture in progress> || Packets: 159 - Displayed: 152 (100.0%}” Profile: Default
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el 03,8 553 5 gl ) i (e JIRIEL Cdlad Jobo o g 00g yiien
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CPU Usage CPU Usage (Kemel, User)

Pvt. Pages Memory (Private Pages, Working Set)

140 (R=0) 1/0 (R=0, W)

I] i| II |

.'|" I
'I ‘ II_ -'-.II'IL. I"\II 1 | III _'1| J

1
i Ilpl L

NHIZL 5121 Jsb 30 i olko Canmidg 1+ JSCb
Sty Gl (ool sdaog D

520 e j3 038 5 s sl bl 5l (sloyg0 &jgm loiidy L (85 )
Ol polde (Glyio 5 698 (wgrast] 5l eolitul

ol 5 St sla Ll 12l 5 (50,55L Sl (g loogs

il g SoSie sladesal 0,55k 5l 50055

Sl asle ol gloelSins g wllo ) el

i SR 3150 (595 32 (598 H3ue 30, 3l oolatul

00l Glusyje 9 daz Jelepius 5l oolizl

Jole pims polie (Sl )

OB e b cnliie aSil o osliinl 990 Sl JSS9 0 enlie (g0 S

o > <X Y2 B v 1t =«

©ole guvaid el <o 35 po» ay @laso Wi (1] G0 g (g0bo Foi> alS



