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Q Search

enter search here..
w

No Event Sampling ~

How to Search

If you aren'’t familiar with searching in Splunk, or want to leam
more, checkout one of the following rescurces.

Documentation [2 Tutorial 2

What to Search

236,052 Evems
INDEXED

Data Summary

18 days ago
EARLIEST EVENT

10 days ago
LATEST EVENT

Search History

Exnand v

earch hisinns

f;é«emﬂdsdw Y'JS..‘&

aw ghls &S 558 e 5Lt S Blae (glud 6 e ‘m-S&:KDatasummary 4S5 Sy poaxOler

g 03l OLiS Lo e Dledbl &S 0 s 53 L e Sourcetypes s Sources Hosts slapb L S 5

Data Summary X
Hosts (2) Sources (3) Sourcetypes (10)
filter
Host ol Count Last Update
DESKTOP-ORK4KF1 ol 205,808 11/26/17 B:28:42.000 PM
al Count of Events 244 11/20/17 10:05:13.000 PM

Count of Events over time

List of All Events

Datasummary ¢ zes sl ¢ &

S oy 015 oo e Ol gt it S2in (S sl Sl S b IS 55 TS5 L el

oy S S Count of Bvents (g5, 5 a0l K5 p) 5o il srscnar S sl

235 @S p 2ls sl Dol Olgea | Stats count oyl s s 5L 0 IS Gles s o

s el Iyhost (g, » el sl 5 5
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Search Pivot Reports Alerts

Q New Search

host="DESKTOP- ORK4KF1" |

"

+ 278,203 events (before 1/20/18 10:09:10.000 PM) Mo Event Sampling ~

Events Pattemns Statistics (1) Visualization

20 Per Pege v~  #Format + Mo Preview
count

278293

FraSes o OJS..’)

Fosls Jlast v

Splunk Enterprise ..l o (s35,5 o3l e il S ®osls e a5k Slsdle 5 4 esls Jl gl »
Splunk 31 . tles o ol Laslasy 51 (glasgazs w0 1y OF 5 A8 o (18 axls 1) eols 0L~
S 2 by (Jows 0315) cpile Olan o) 2 lealed Olgs & Llg e o3l (2l azils Enterprise
315 513 S e aSh (555 p o313 ol 4l Splunk Cloud S1.0 53 ol 5l e3ls) sl 6 553 il
aSplunk forwarder e U L 4 50 b 51 015 o cpizmens 5lie 3 Splunk Cloud « 1 0T ol 5 e

S yes L (sles o IS5 15 esls a8 Sl (s 1) a5 el Sl esls
Gl amio opl 530S o Sl | Add Data 4 S Settings S o 517 IS5 Gullas esls Jlazl gl

s el oS eV S

* Import
* Data source

* Indexer
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Seftings ~ = Activity ~  Help ~

Searches, reports, and alerts Data inputs
Data models Forwarding and receiving
Event types Indexes
Add Data Tags Report acceleration
Fields summaries
Lookups Source types
User interface
Advanced search
All configurations Indexer clustering
Distributed Forwarder management
Management Distributed search
Console Server settings

Server controls
Licensing Access controls

g ol N IS
2l 6l s T S pon S alS a5 5 BB st T L LU S 05 Salsl ¢l upload « S
cJ‘J\}) LSLM_?Y ‘&m:f Qlﬂf ‘(SJfSJﬂ‘J ‘JiLB .,\...% L.’. gii QJ; )}:\:Jtﬁ a)b\ monitor 4.,\{; NG (5‘)‘.l§
forward «; 55 das o | 3,513 O & oo 23 SPIUNK Enterprise 5 (slesls ¢ 5 2 L 5 ¢ 1S slajlan
S a8l aalsl s das e Splunk o 15 K5 ys o o 5o 40 Waforwarder lesls il s o3l 50

.,\;},JIJA oJ‘J @.‘,pj:

@)

upload monitor forward

Torwarder

Help me install the universal forwarder [2

Tutorial for adding dsta [2

s 5 V K2
upload 4535  \-Y

Jola A IS plae cOlhes ol (S o 2 Ly upload <y 58 « 5 5elS (55, 31 LG 05 Salsl sl
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Select Source
3959 BB Ossei ALSI > 0 A S

w oy Olpea |y s, b g es S il | select file 4.5 (Select Source) Jsl d> o ;5 @
&35, Ol e C:\Windows\WindowsUpdate.l0g e 5115 55du s SY L 015 o . pets s O
http://docs.Splunk.com/images/Tutorial/tutorialdata.zip . 31 3l L5 <y 53 b 5 5ls of @
Set Source Type al> o cdwlils | mis oplosls g5 SPIUNK Sl bla 5 axOlar 5 S 5 kils 2d ool
s m.aljsu' I

el g am Slesls das e 0L &S (oS sl & (Set Source Type) £5° d> o5 @
Laslas (gl ol 38 i a0 (gl Al g5 o LaSource Type .l data 5,5 5 Sl 5 esls &
Copon Ly OF Bl o opl ply 5 G 0313 5 oS das o Lasis Splunk WBls s Ly, S
ob 5 el S Jolontonm 03l3olL (sl slize (slosls gl Al (65108 atle il
23 3 s

5 Host Source type (535,53 Slalas a5 Culls ol 15 4 J (Input Setting) oo e s @
0313 & 55 I3l 5 3 5d Sl Automatic 4Ol Source type Cwd 53 oS o Sl | Index
R m b P A e SR8 £ OlF e Ced (53 s e 2SS 2 e ) e
das o HOSt Jluds G oslis ;) o a0 wosls (6,108 ol f&"’ Splunk .5 sas slow| b olssl | o
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AddData ——®@

Input Settings

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that Splunk assigns to all
incoming data. It tells Splunk what kind of data you've got, so that Splunk
can format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

Host

When Splunk indexes data, each event receives a "host” value. The host
value should be the name of the machine from which the event originates.
The type of input you choose determines the available configuration
options. Learn More 12

Index

Splunk stores incoming data as events in the selected index. Consider
using a "sandbox” index as a destination if you have problems determining
a source type for your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can always
change this setting later. Learn More 12

FAQ

<

Host field value B2r411-Dadfarnia

Index

Automatic

Constant valug

Default ~

Select New

Regular expression on path

Create a new index

Segment in path

BEYERP

otles Ao B 1 OF (5155 o 5 o w3l OLES 3 bl plgr al 5o 53 @

Ssas wdlal |y g iy slaesls Ol g5 o Add More Data (5, » SUSLL 5 cls s sCmr

p Ao 4 IS

Administrator v Messages v

.~ File has been uploaded successfully.

Configure your inputs by going to Settings > Data Inputs

Search your data now or see examples and tutorials. (2

Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. [2
Build Dashboards Visualize your searches. Learn more. [2

55 1y esls ol e Start Searching (s, » SUS L a8 552 0 03l iled Vo K5 0 5 e

poler Ao V0 U2
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monitor 4y ¥ Y-¥

amio pl 534S 553 0 5b Slammis 4 Sl ORI Al e 3 ge e 035 ) stile sl au S
o glanl 53 5 b S sl s .vﬁu oS 1y 5 e eile ('.:.A‘j}'-L;c aS (glesls & vc;‘f"d‘
el & A ambo pl 5o Lol S Y55l eals 5 a5 el 3)lss 58 Slagsa sy welsl 5o
LgLaC}.} Sy o | ] Ol sy 2 Splunk &5 . 5y 5 (Splunk Cloud | Splunk Enterprise) Splunk
<l | Local Evnet Logs . 53 ax ol «Jls O e s oo alas | oS sle sl 5 o 45 ool
ol GLSY 65 015 o0 i opl 53 s e GRles | ndle cpl 5l edd 4 S gL SY (ol

23S Sl NeXt aaSs e 5 SYStem  security o) ISS Gllas 5 S Ll

Add Data —®@ Tl e |

Select Source
~
Local Event Logs Configure this instance to monitor local Windows Event Log channels where installed applications, services, and
system processes send data. This monitor runs once for every Event Log input that you define. Lean More [2
Remote Event Logs
Selct Event Logs Available item(s) add al Selected item(s)
Application ~ Security
System
Files & Directories Sewp
ForwardedEvents
HTTP Event Collector DirectShowFilterGraph

DirectShowPluginControl

Els_Hyphenation/Analytic

EndpeintMapper

FirstUXPerf-Analytic v

TCP / UDP

Local Performance Monitoring

EAQ

s, S Sl V) Ks

Ol ki sy 50 Gestla 5 Ol sl (glse 358 0 03y Sl VY K Silas 45T G amis o

g plosil Lol 2ol 5 Al oS gy n day Ao e 4 503 S
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Add Data o <

Select Source Input Settings Review Done

Input Settings

Optionally set additional input parameters for this data input as follows:

App context

Application contexts are folders within a Splunk instance that contain

configurations for a specific use case or domain of data. App contexts App Context Search & Reporting v
improve manageability of input and source type definitions. Splunk loads

all app contexts based on precedence rules. Learmn More [2

Host

When Splunk indexes data, each event receives a "host” value. The host

value should be the name of the machine from which the event originates. Host field value DESKTOP-ORKAKF1
The type of input you choose determines the available configuration

options. Learn More [2

Index

Splunk stores incoming data as events in the selected index. Consider
using a "sandbox” index as & destination if you have problems determining Index Default + Create a new ind
a source type for your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can always
change this setting later. Learn More [2

OA;J‘,&JU ‘_;|J.3 39,9 QL&.;.EJ \Y JS.&

Ol ol 63 g3 sl poaliind go &y guos | 3t (LS oS s o plag VY IS0 ilks Sl o
g geonly ol 3adi s SY 5 edd s s amio 5l e LB | Start Searching «.S's «>

WinEventLog:System , WinEventLog:Security ¢, g 55 oS 5L 1, Source Types o > S|

NI P @Lé‘t;udﬁjww

~ Local event logs input has been created successfully.

Configure your inputs by going to Settings = Data Inputs

Start Searching Search your data now or see examples and tutorials. [2

Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. [2
Build Dashboards Visualize your searches. Learn more. [2

slas; gl sbml VY K
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Splunk G Aol oS 5l )3 13 5k g ool VoS L 55 (S o 3L s 3slas s L b G Sl
1y osls &S das e OLES 1y 5ol 98 slemr VE IS ail 50 Sos jasly, 8 G ls e Lol col indexer

9 Sl ol LS o I8 e li |y enls aelsl 3 s 3 s Gloagled) sdeS il 5o @

.J)'Lw& S 90
Iocal data Iocal data local data local data
Splunk Splunk Splunk Splunk
Forwarder Forwarder Forwarder Forwarder

add an indexer for every
50-100GB per day
depending on search load

Splunk
Indexer

Indexer

add a search head for every
10-20 active users
depending on searches

Splunk
Search Head

= Splunk
Search Head

search users search users

Slealed 5 53,0058 5 Sl VE K2

¥ Receiver
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Universal forwarder e
o O (35 SPIUNK oS (Slodtins s 5 yov (S35t Loniions (oS (S5l porr el ot oo oS (slosls 335
o5 ol 3ledias g, sy Nl e Splunk Universal Forwarder (sl ansla )3 el s
Ll olas Splunk Cloud U Splunk Light Splunk Enterprise cow 4 1y o3ls 5 358 oz
Sy S i o Joli 1y pladsile s 5 ol Splunk siias o 5 v 45 s Universal forwarder
LSl g 35 ge el BB i Al O o 5 (Lies (5552 0303 055 5505558
Heavy forwarder e
SIS sl |y enls (05 S 3505558 e sdle Ll 5 e a5 sl Splunk Enterprise i folS & 505 G
Ble 28 als gl S sl =W S5 Heavy forwarder .aas a5 5 AS s>yl LS
el ols Jlad 1 s
Light forwarder e
Heavy o cows O 3l (s rim obs Sy « A2l » Splunk Enterprise 51 LolS & 4u
eh 0l Jlad 2 s e 5,8 LalS (gl forwarder
Sl ) O s s g AL e Universal forwarder s laawles 4 osls Ol b gl Sl op e
Heavy Sl b bjloales a3l (slon r slaesls 0ol b sl 5 LS a 5,05558 | ol osls s oS
Ol o oS Sl opl Ko a5, 58 55 a0 s Heavy forwarder S50 oo 5o .5 503 o3l forwarder
e (08 el Ll s S sl s Latls s a3 S (108 Lastls e oo | aal
< LG cploutputs.conf LG il s s LL s s &y seods ol fﬂj o35 Jlad o 5 5 i O soa
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Features and
capabilities

Type of Splunk

Enterprise instance

Footprint (memory,
CPU load)

Bundles Python?

Handles data inputs?

Forwards to Splunk
Enterprise?

Forwards to 3rd party
systems?

Serves as intermediate
forwarder?

Indexer
acknowledgment
(guaranteed delivery)?
Load balancing?

Data cloning?
Per-event filtering?
Event routing?

Event parsing?

Local indexing?

Splunk J.\db”‘ﬁdlﬁ)b)‘j)"é 4....3\3.& \ JJJ.?

Universal forwarder

Dedicated executable

Smallest

No
All types (but scripted
inputs might require

Python installation)

Yes

Yes

Yes

Optional

Yes

Yes

No

No
Sometimes

No

Light forwarder

Full Splunk
Enterprise, with most
features disabled

Small

Yes

All types

Yes

Yes

Yes

Optional (version 4.2
and later)

Yes

Yes

No

No

No

No

Heavy forwarder

Full Splunk
Enterprise, with some
features disabled
Medium-to-large
(depending on enabled
features)

Yes

All types

Yes

Yes

Yes

Optional (version 4.2
and later)

Yes

Yes

Yes

Yes

Yes

Optional, by setting
indexAndForward

attribute in
outputs.conf
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Splunk Web? No No Optional
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I Messages Settings Activity Help

Searches, reports, and alerts Data inputs
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Event types Indexes
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Forwarding and receiving

Forward data
Set up forwarding between two or more Splunk instances

Actions
Forwarding defaults
Configure forwarding Add new
Receive data
Configure this instance 10 receive data forwarded from other instances.
Actions
Add new

Configure receiving
S 3l s (i VY S

milAJLSﬂ JJ‘} c.,\;;SCA.éLi)J Q)ﬁ d‘}&b \)oﬁ‘\‘\\/ Q)ﬁ: ‘(\/\ J@) oM‘}L{W)J

Add new

-orwarding and receiving » Receive data » Add new

Configure receiving
Set up this Splunk instance to receive data from forwarder(s)
Listen on this port *

9887

For example, 0007 will receive dats on TCP port 9007,

sdS CBb s (gl p Dy a8 \/\JS.;‘-
JL«J;:&L«JJ.;—\) QTQ\jJL;a)C#»‘oMC,JonSCJLUJ d\j...&‘u Q)ﬁ‘\SMbdo QL.:'JJSJW‘)J
.J}A.;

SYSTEM o Settings a8 5l sk 0l (6l 5 S 3dzme (551l Splunk «" (ﬂ aalsl s

223 o HLES |, Restart Splunk a.ss il 31 les oo Ll 15 (04 J3) Server controls L.

y
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Settings

Searches, reports, and alerts Data inputs

e Data models Forwarding and receiving
Event types Indexes
Add Data Tags Report acceleration
Fields summaries
Lookups Source types
User interface
e Advanced search DISTRIBUTED ENVIRONMENT
All configurations Indexer clustering
Distributed Forwarder management
anagement SYSTE Distributed search
Console Server settings

Server controls USERS AND AUTHENTICA
Licensing Access controls

J|J'3| rj Sdee sz|.l5|c|) LSIJ'Z rjﬁ S50 2 \4 JSJ

)3)‘3)_5.; r:k.ﬁ Y—Y—“—“
g o 0 ,Ll Lol 4 b g e olagdes 4 aslsl s S wls 53505558 ¢ 5 an ('“":‘45/
Universal forwarder e

e 3 Free Splunk 4 5§ b 2l splunk.com JUJ o Splunk ole 55 5k ool sl

Syl 53,5558 aS e pody 4 an | Ol 5835 sl Yo JSS s:lks |, Splunk Universal Forwarder
pazbod oo 2 5H0

Other Splunk Products

Splunk Mobile Access Splunk Universal Forwarder
Splunk Enterprise dashboards and alerts Fast and secure data collection from remote
anywhere, anytime. sources.

& Free Download

Universal Forwarder sgils Y+ |3
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ubuntu@ip-10-230-137-31:~% 1s

ubuntu@ip-10-230-137-31:~% sudo tar xvzf splunkforwarder.tgz -C /opt

o5 i3 Sl el s glils LU 0s S 5L YV S

r.:.\sL;c JJ‘) b 2 Qb}l’ﬂa.} 9 v._{)..JL;o Splunkforwardel‘/bin 6)}.:5]1‘.: b)‘} e

$ sudo ./splunk start —accept-license

$ sudo ./splunk enable boot-start
U= o5 4alS) changeme 51 .5 s L 0T s g 4alS 5 oS e Jtal s 1) pteew admin i
23 5 x5 gO0dpass « (5
$ sudo ./splunk edit user admin —password goodpass —role admin —auth admin:changeme
eU—AUth L g ol 53 pmlod o 5,05 1) 5 23 355 305558 sias s e 0 SlMbB] &Sl o
.m:,ﬂ)édaSplunk o las s 5 a5 |y oMbl 505 S a5l 1, g aadS 5 5,0

$ sudo ./splunk add forward-server 174.129.144.22:9997 —auth admin:goodpass

$ sudo ./splunk add monitor /opt/log/iwww1/
O e HOSES 5 55 (ol adalis |, Data SUMMAry Cand 5 oo 55 2505 Splunk 4 Tsises a0l
el 0 w3L5110.230.137.31
Heavy forwarder e
ss Add new a8 s, 5 WV ISE s (el o Splunk L |, Heavy forwarding e
ol ol (’ﬂ S Sl a1, YY JE Sl s bl s s Configure forwarding <3
|, receivingserver.com:9997 ..l - S Jls Ol e e pmbes 2005 1) Splunk sa:ssl ;5 IP L 0L 5
i LS Cadle UL, O oo 015 oo load-balanced forwarding (s slaesly sl . dules 3505
sl |, Forwarding defaults 4 ;5\ s s corles Jlad 1y Jes SIS o ls aS ol (gl gel

r.;.a)uﬁ |, YesS auSs
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Enter host:port to forward data to. Data will be auto load balanced to each host:port.

Host *

eJ.'JSCJ\gJ: e.k:.h:u...;j,u V"'Ja'; Yy JS.:»

23053 3 w30 SSPLUNK_HOME/DIN 5T 4 s plowil 1, 1S I CLI G b 5l al iy S|
e 05 1

Splunk enable app SplunkForwarder -auth <username>:<password>

R o5 e Ry 0 IS BL 55 4 53510058 51 Sl &Sl (¢l S o e Splunk aslsl ;s
e 205 1

Splunk add forward-server <host>:<port> -auth <username>:<password>

Light forwarder e
oty 15 SPIUNK aalsl 3 5 alad o 3505 1 25 555w 5 eass o SSPLUNK_HOME/bin/ s 4,
ol s
Splunk enable app SplunkLightForwarder -auth <username>:<password>
pmbedis 2l 1 5 oses J8 SV Billas oS 6 0 1) 5l 58 Slles &Sepl 6l
Splunk add forward-server <host>:<port> -auth <username>:<password>
bt 0l 1 ) ot (oS e 15 035 30558 Sldes el a0l
Splunk remove forward-server <host>:<port> -auth <username>:<password>
SPIUNK 55 45l sl 353 o 5lssh Olsear Olomes oS g ) 05,58 Slles S
S oo ool disable | gis 515555 &5 sl 58 Ol 5« Enterprise
Splunk disable app SplunkForwarder -auth <username>:<password>
Iy 035 5505, ollee ouUtputs.conf LG o5 L w15 e el andls 5 SleMbl &S 550 o

(e <=l.?;,l
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Source Types

Usedto assi ons like timestamp recognition, event breaking, and field extractions to data indexed by Splunk Learn More (2
43 Source Types  Category All v App: All v filter 20 per page v
Al 12 3 New>

Application Actions Category App

Custom Edit Clone Structured system

Database =

Edit Clone Delete Custom search

Email

Edit Clone Delete Custom search

Miscellaneous Edit Clone Delete Cusiom search

Network & Security Edit Clone Web system

Operating System P web server oge (can be generated by spsch o otmer web servers)

- Edit Clone Web system

Bystems)

Ve Edit Clone Delete Custom search
catalina Edit Clone Application system
Outpu producea by Apsche Tomest Catslns (System out nd Sysiem )
ciscoasa Edit Clone Network & Security system
Output prodiucea by ne Gisco Adapive Security Appliance (AS) Frewall
csv Edit Clone Structured system
Commasepartea vsiue format. St header and ctner setings in “Delimitea Sertings’
b2 diag Edit Clone Database system
Oisgrostic output prociuced by the 1B DE2 database server
dmesg Edit Clone Operating System system
Outpu producea by the amesg i commen, prining the nix kemel ing butfer
generic_single_line Edit Clone Miscellaneous system

A common log format with a predefined timestamp. Customize timestamp in "Timestamp" options

Slosls Cl_,sl e VWSS

Sl amis (VL 11, Category aaSs o)ls Gla ol sduaib G w45 (glosls (gl gims 03 (8l
SSL oo 15 o (slo3ls ¢35 ol oS Ol 1y 3503 Ghas OF a4 oS 313 (snadls ¢ 35 ol 5 0 5 03 S

.,\.\::L; °)‘:'.° E) &M:: ‘JALGM cébf)ts ML:J.; c&bw‘

Edit Source Type: mysql_slow

Description | Slow query log output produced by the MySOL database server
Destination app.
Category | Database v
Indexed Extractions”
~ Event Breaks
Break Type Auto | Everyline = Regex
Pattem | A\sTimes\d(Bhsl\s\d\dAd\d A
 Timestamp

Extraction Auto | Cumenttime | Advanced

Timezone | Auto E\

Timestamp format | Time: %y%m®%d %k-%M:%S %Z

A stingin strptime( et nelpe Splunk recognize timestampe. Leam More (2

Timestamp prefix
Timestamp is always prefaced by a regex pattem eg: \drabcl 23\d[2.4]
Lookshead 128

Timestamp never extends more than this nuMber of CaraCters N0 the event, Of past ine Regex if specified above.

ol Cy ﬁ‘ﬁ} Y¢ Jg.ﬁ

A


http://localhost:8000/en-US/manager/search/sourcetypes
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Do 55 0l 55 oo e il 1 (sl esls g5 T8 IS il ol 5 o ool Sl | Edlit a0l
g5 w0 Gl S b s da et T Sl gl b skl £ casl (sl ol 20
Lor oS Bl 5L Sy go 3 [y maledsad s a5 4 (shosls gl il e Lrpl 55 emled ailol esls
Glaosls Cl jaseine 45 sbolen .ol ol 6303 LIS Y Jadr 5 Laol (gl sma 5 (Glosls gl 5l 4 g
0 Ll g e 1y OF 108 el oo 5 Ll o LT (glosl glsl nl L Splunk s g sl s & slize ol
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Source type name Origin Examples
NCSA combined format |1e.1.1.43 - webdev
access combined http web server logs (can | [68/Aug/2005:13:18:16 -8700] "GET /
- be generated by apache or | HTTP/1.8" 200 0442 -
other web servers) "check_http/1.10 (nagios-plugins
1.4)"

"66.249.66.102.1124471045570513"

59.92.110.121 - -
[19/Aug/2005:10:04:07 -0700]  "GET
/themes/Splunk_com/images/logo_Splun
k.png HTTP/1.1" 200 994
"http://www.Splunk.org/index.php/doc
s" "Mozilla/5.0 (X11; U; Linux i686;
en-US; rv:1.7.8) Gecko/20050524
Fedora/1.0.4-4 Firefox/1.0.4"
"61.3.110.148.1124404439914689"

NCSA combined format
http web server logs (can
be generated by apache or
other web servers), with
cookie field added at end

access_combined_wcoo
kie

NCSA common format

access_common

http web server logs (can
be generated by apache or
other web servers)

10.1.1.140 - -
-0700]
/themes/ComBeta/images/bullet.png
HTTP/1.1" 404 304

[16/May/2005:15:01:52
"GET

cisco_syslog

Standard Cisco syslog
produced by all Cisco
network devices
including PIX firewalls,
routers, ACS, etc., usually

Sep 14 10:51:11 stage-test.Splunk.com
Aug 24 2005 00:08:49: %PIX-2-106001:
Inbound TCP connection denied from
IP_addr/port to 1IP_addr/port flags
TCP_flags on interface int_name
Inbound TCP connection denied from
144.1.10.222/9876 to

Y Extract
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via remote syslog to a
central log host

10.0.253.252/6161 SYN on

interface outside

flags

db2_diag

Standard IBM DB2
database administrative
and error log

2005-07-01-14.08.15.304000-420

I27231H328 LEVEL: Event PID 2120
TID 4760  PROC : db2fmp.exe
INSTANCE: DB2 NODE : ©00 FUNCTION:

DB2 UDB, Automatic Table Maintenance,

db2HmonEvalStats, probe:900 STOP
Automatic Runstats: evaluation has
finished on database TRADEDB
_ Standard linux syslog Aug g R db1
linux_messages_syslog | (/var/log/messages on

most platforms)

sshd(pam_unix)[15979]: session opened
for user root by (uid=e)

linux_secure

Linux securelog

mysqld_error

Standard mysql error log

Aug 18 16:19:27 dbl sshd[29330]:
Accepted publickey for root
from ::ffff:10.2.1.5 port 40892 ssh2
050818 16:19:29 InnoDB: Started; log
sequence number 0 43644
/usr/libexec/mysqld: ready for
connections. Version: '4.1.10a-log'
socket: '/var/lib/mysql/mysql.sock’

port: 3306 Source distribution

mysqld

Standard MySQL query
log; also matches the
MySQL  binary log
following conversion to
text

53 Query SELECT xar_dd_itemid,
xar_dd_propid, xar_dd_value FROM
xar_dynamic_data WHERE xar_dd_propid
IN (27) AND xar_dd_itemid = 2

sendmail_syslog

Standard Sendmail MTA
log reported via the
Unix/Linux syslog
facility

Aug 6 04:03:32 nmrjl00
sendmail[5200]: q64F01Vre01110:
to=root, ctladdr=root (0/0),
delay=00:00:01, xdelay=00:00:00,
mailer=relay, min=00026,
relay=[101.0.0.1] [1e1.0.0.1],

dsn=2.0.0, stat=Sent (VvOOF3HMX004301
Message accepted for delivery)

websphere_activity

Websphere activity log,
also often referred to as
the service log

-- ComponentId: Application Server
ProcessId: 2580 ThreadId: ©000001c
ThreadName: Non-deferrable Alarm : 3
Sourceld:

com.ibm.ws.channel.framework.impl.
WSChannelFrameworkImpl ClassName:
MethodName: Manufacturer: IBM
Product: WebSphere Version: Platform
6.0 [BASE 6.0.1.0 00510.18]
ServerName:
nd6Cell@l\was1iNode@l\TradeServerl

Y.
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TimeStamp: 2005-07-01
13:04:55.187000000 UnitOfWork:
Severity: 3 Category: AUDIT
PrimaryMessage: CHFWe020I: The

Transport Channel Service has stopped
the Chain labeled SOAPAcceptorChain2
ExtendedMessage: -------------------

O Bl oo s il Glesls w5 ens 6l 1y (jy Ol iS55 props.conf LG s ol o Oramen
0 LS o asis |y esls Sledas ols I3 $SPLUNK_HOME/etc/system/local/ . ;51 ;s 45 LG

wlslprops.conf b 41, 5 &l s 55 o access_combined (slesls ¢ 5 iy 25 s, Jbs Ol 5o

DS

[access_combined]

pulldown type = true

maxDist = 23

MAX_TIMESTAMP _LOOKAHEAD = 128
REPORT-access = access-extractions

SHOULD_LIMNEMERGE = False

TIME_PREFIX = \[

category = Web

description = MNational Center for Supercomputing Applications (NCSA) combined fo
rmat HTTP web server logs (can be generated by apache or other web servers)

[source: : fopt/weblogs/apache.log]

sourcetype = iis

u..a:'-\.& Sl 9 :\:.q" odalie 0

L’L;LGyUﬂ‘ LSUA&L’ LSJ)J”Q,)W}ML’@ )‘3)}’.';.’ LS{YL’ C»-:«A‘ )‘ oals JLi) V.>.=>-J.§ Lau.a;-l,;
S LS o lesl Splunk .5 o i a5y se ey A s S Gl g S8 Il 5el ol
S 63,050 Splunk s "l (18 el | ol SHP )\J-é\(ajj ol kS W5y slesls oile S

Lgd e IS s diien (ol o onls QLY Jsd s

" www.Splunk.com

Y
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Field

source

L g oo (§ I8 Hasli aduen 45 Splunk sladld ¥ Jyu

Answers the question

Where did the data come from?

Examples

files (/var/Tog/), scripts
(myscript.bat), net-
work feeds (UDP:514)

sourcetype

What kind of data is it?

access_combined,
syslog

host

Which host or machine did the
data come from?

webserverQ0l, cisco_
router

_time

When did the event happen?

Sat Mar 31 02:16:57
2012

IS 53 a8 5 S sdalia |y s el aen Ol 5 e indexes S Settings (s 5o 51 Splunk Sl s 5

el 0l 0als OLES YO

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat file

11Indexes | fier

Name *
_audit
_intemnal
_introspection

_thefishbucket

b_idx

nistory

—

. u O

Actions
Edit
Edit
Edit
Edit

Edit Delete Disable
Edit Delete Disable
Edit Delete Disable

Edit

App

system
system
system

system

system

5 on the Splunk Enterprise instance

Current Size
7MB

147 MB
627 MB
M8
M8
M8

M8

1MB

Max Size
488.28GB
488.28GB
488.28GB
488.28GB
500 GB
500 GB.
500GB
488.28GB

known

asthe indexer. Lear More (2

Event Count
698K
25M
1.00M

110K
9.83K
9.83K
0

Earliest Event
2months ago
amonth ago

amonth ago

2months ago
2months ago
2manths ago

Latest Ever
4 minutes a

2 minutes a

nt
g0
g0

aminute ago

2months ago
2months ag
2months a

thra:;LJ io YO ‘}st

03 Ul o &S 390 e 3L Glamio (o HLis Yo

New Index

20 per page v
Home Path Frozen Path Status
$SSPLUNK_DB\audit\db N/A Enabled
$SPLUNK_DB\_internaldb\db NrA Enabled
$SPLUNK_DB\_introspection\db N/A Enabled
SSPLUNK_DB\fishbucket\db N/A Enabled
SSPLUNK_DB\aa\db A Enabled
SSPLUNK_DB\aaa\db N/A Enabled
$SPLUNK_DB\b_idx\do N/A Enabled
$SPLUNK_DB\istorydb\db N/A Enabled

JE s 1, New Index aeSs 4ol

Al e VTS s amio (pul 3 sad i 1 1 i

YY

4
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Indexes

Arepository for

9indexes  fijter

Name * Actions App
_audit Edit Delete Disable  system
_internal Edit Delete

_introspection Edit Delete

_thefishbucket

history

main B

mytest Edit Delete

splunklogger Edit Delete

summary Edit Delete

About  Support  FileaBug  Documentation Privacy Policy

New Index
General Settings
20 per page
Index Name I
| Frozen Path © Status ©
N/A  Enabled
Home Path |
Ib\db. N/A  Enabled
ction\db N/A  Enabled
ColdPath b NA  Enabled
\db N/A  Enabled
Thawed Path \db NA + Enabled
= N/A  Enabled
Data Integrity Check Enable Disable |ger\db. N/A & Disabled
db\db N/A -/ Enabled

Max Size of Entire Index 500 GBv

Max Size of HovWarm/Cold | auto e
Bucket

Frozen Path
©2005-2017 Splunk Inc. All rights reservet

Lo a5l sloul amie Y1 S

S U L %Splunk%\vanlib\Splunk .o 5> was LG S bl i Ll el a Ol

Indexes < SEttings (s s 51 Ol 5 o (S35 ,0 w8 ol Gl (gl 353 0 sl les gad asela

o;\:w\45.&:@(aliﬁjsﬂft;aJﬁEUﬂJlSj\Q)Mdb;«f;ﬁﬁ.&é\#ﬁyubudbd\ﬂ

|5 %SpIunk%\Wanlib\SpIUNK s 53 423 gad o LEl 45 (ol 35 oo cpl 3 ol 28 5 LG L8

Splunk ;> Command Line Interface (CLI) foall) sios &) sooa 3515 58 (ul O 55 oo blad oo 30>

AD;QLP; ST %Splunk%\bln Coaond <o ("“SLSA |J'>'| BEEE IS b cmd )).E...a U”‘ LS‘J" ol fbu\

1l el 2t 15 YV IS elas 5505 1 splunk help gz

C:»Program Files“Splunkxhin*splunk help

lelcome to Splunk’s Command Line Interface <CLIJ>.

help [command]
help [obhject]
help [topicl

help cummand§

Type these commands for more help:

type a command name to access its help page
type an ohject name to access its help page
type a topic keyword to get help on a topic

display a full list of CLI cnmman@s

Splunk help ; gzws 9,5 YV IS&

Dged 3 ges Cd |y s et s Oledbl IS Ol 55 e Splunk clean eventdata ;g L YA IS8 Gillas

AL e SPIUNK. s g o 05 S 50 5 s g s Ears Sl 5 Splunk stop s Splunk start

Yy

~ 9
by 38
&5
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s»Program Files“Splunkshin*splunk clean eventdata
his action will permanently erase all events from ALL indexes; it cannot he n

ire vou sure you want to continuwe [y nl? v
i database _audit.

leaning databaze _internal.

leaning databasze _introspection.

leaning database _thefishbucket.
leaning datahase history.
leaning database main.
leaning databasze mytest.
leaning database summary.
Dizabled databaze ‘splunklogger’: will not clean.

Splunk clean eventdata , gws 95 YA K3

S 0l o5 cemled Bl ) ol sl SLMb] el g a0l
Splunk clean eventdata -index <index_name>
oS o o3l 5 Dl s Sl amled Jad e b5 Jlad [y ol sl Sledbl gl iy a0l
Splunk enable index <index_name>

Splunk disable index <index_name>
\AJJ,} <3 > 9 :‘9.9.‘ cedalin .\

el 1 Y S (oS bl | Field Extraction ... 5 Fileds < Settings s 5o Sl axOler

3,5 edalie ) ol iy a5 (gladdd Ol 5 o amio () 53 il

F\eld extractions

Fields » Field extractions

App context | Search 8 Reportng (ssarch) || Owner | Any = B8
Show only objects created in this 3pp context. [+ Lean more
Showing 125 of 38 ftems 2 next Results perpage | 25 []

sysem  Global | Permissions Enabled
system  Global | Permissions Enabled
sysem  Global | Permissiol Enabled
sysem  Global | Permissions Enabled

system  Global | Permissions Enabled

sddc 5 slaals ¢l YA s

.V.:'Su.a;.)L&a.?\\)neWmSJJEd\Lglﬁ.J;;éif;{bL;ML;La.\.l.:égajjd))j.\pﬁ;)\):uxw

sladls 4 uls -1 Save auSs Osls HLis 5l de (o yad iy a5 Y IS & 50w | TESPONSE ALS

\§2
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Destination app *

search E

Name *
response
Apply o * named *
sourcetype |Z| iccess_combine
Type *

nline [

Extraction/Transform #
(FP (TP T B e +{?Paresponses +)f

If the field extraction is infine, provide the reguiar expression. If the field extraction uses & transform, specify the transform name

R S AN

|, permission K ol osls jislad S EAR L}i@g«?);pjmswﬁjw ks, se Als

UG UUTTS
extractions

e o .
objects created in this app context [ Learn more
l Open Field Extractor

1 item Resuits per page | 25 E

Type = Extraction/ Transform Owner & app s Sharing & Status = Actions

ne : EXTRACTresponse Inline ()M (*T*)B)\s+{?P<response> +) admin search Private | Permissions I Enabled Move | Delete

permission o ol ¥y SS

wsjm,m;uﬂwadmin 25 5058 aen w | (sj}lL;Laade:...u:Y‘\' J&.Zég&.awdlﬁ

St S (1 0AMASOUTCE a3 ;3 5 S (Sladld Sy 3 A nl OF 1 day oems o LIS |, Save
S g gpesls oled V_lJJS

Object should appear in
(@ Keep private © This app only (search) @ All apps

Permissions

Roles Read Write
Everyone
admin

can_delete

power

splunk-system-ole

OooOoEa

user

Yo
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splunk App: S & Reporting

Search Pivot Reports Alerts

Q New Search

source="secure.log" host="DESKTOP-

w

+ 0,829 events (before 11/26/17 8:28:44 000 F

Events (0,820) Patterns Statis
Format Timeling ~ Zoom Out

|

< Hide Fields = All Fields {

3

Selected Fields

a host 1 >
a index 1
# linecount 5
a source 1
a sourcetype 1
3

a splunk_server 1

& Extract New Fields >

doder My g, VY SS

Sopl Sl w5 oo pmled CLREN oS p) s el 2 0 45T a4 pad Sl Ol 55 o Sample 4aSs 5
pmled ST S Gllas |y sl Vevee @)fcm.zk{mlwwsjéﬁzﬁ sldas

AN
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Search Pivot Reports Alerts Dashboards

Extract Fields —@

Select sample Select method Select fields Save

Select Sample Event

Choose a source or source type, select a sample event, and click Mext to go to the next step. The fiel
| prefer to write the regular expression myself »

Source type aaa

Events

« 1,000 events (before 11/26/17 8:59:40.000 PM)
fitter Sample: 1,000 events v Al

+ 1,000 events

10,000 events
A Mo results found. .

5 minutes
24 hours

7 days

Lo A3 iy a5 gl Was S, sl Ol ¥E s

s mﬁ‘? \)\‘0 J@Q)M ui‘).)AS

App: Search & Reporting

Pivot Reports Alerts

Extract Fields —@

Select sample Select method ect fields Save

Select Sample Event
Choose a source or source type, select a sample event, and click Next to go to the next step. The field extractor will use the event to extract fields. Learn mor

| prefer to write the regular expression myself >
Source type aaa

Events

7,449 events (before 11/26/17 9:00:43.000 PM)

filter Sample: 10,000 events ~ All events ~

raw
Thu Nov 17 2017 00:15:06 mailsv1 sshd[5276]: Failed password for invalid user appserver from 194 8.74 .23 port 3351 ¢
Thu Nov 17 2017 00:15:06 mailsv1 sshd[1039]: Failed password for root from 194.8.74.23 port 3768 ssh2

S Ad a5 gl b, S, uled YOS

Q)jﬁaw|)sﬁrﬁjd¢g§§5<rﬁb%ﬂ J%J?Jléﬁﬁ‘j}‘;nsgﬁyb-@uj\éé))ﬁ

s ol LT U S b s Vb 3 ks

v



elelbls sl gl culis

wlu'-:-l:lfl.bl.s.;al-iéuhjlw (r"b d:".v.) Splunk ‘5"\:‘?4’%: J ;.,..Aa' &éj GJ:'}‘}‘T ‘ﬁb "'SU’-“)

Source type aaa

Thu Nov 17 2017 00:15:06 mailsv1 sshd[3759]: Failed password for nagios from 194_8.74_23 port 3769 ssh2

prles 5 OF (55 dr b sl 0 oS (53,555 haled YIS

Regular EXpression «eSs oS 4. s s 10 1) Dol SOl oo a0l YV IS8 4 a5

Delimiters wSs a2l o b 5 Jot dols LS b 035 1 J6 oS walpoy 15 Siobe ST Ll i3 e 1

S e sl

ddor Ad Sobe i TV S

°WU°>;&§5°JL~3J1|6}),44&@;‘-1}*5”&3&‘;&44‘)@)}3°JW¢-;A|;>=’J§‘JL“~AO‘)~W~’
pbed e Sl s ge WS (gl bl S e ey pl 5o 5l SLTA S Gillas g

Validate

value is required, meaning it must exist in an event for the regular expression to match. Click or

- invalid user appserver from 194 .8.74.23 port (3351 ssh2

Extract Require
Field Name port| P

Sample Value 3351

Add Extraction

Lder ald Ol ge w4 O oled i YA IS

P! ML&‘L&Q)}&MA&Q)L&L&) V.::Lu uL.alJJ.goJ:..\) 6&)&)&9(.?&\?;‘ 4.>;QL..>;

Add sample  «.S> (5, Y4 IS slas o218 e pmled b 25 (6l ol el p’yj Y
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Thu Nov 17 2017 00:15:06 mailsvl sshd[3276]: Failed password for invalid user appserver from 194.8.74.23 port 3351 ssh2
Thu Nov 17 2017 00:15:06 mailsvi sshd[1039]: Failed password for root from 194.8.74.23 port 3768 ssh2

Thu Nov 17 2017 00:15:06 mailsvl sshd[5258]: Failed password for invalid user testuser from 194.8.74.23 port 3626 ssh2
Thu Nov 17 2017 00:15:06 mailsvl sshd[21881]: pam_unix(sshd:session): session closed for user nsharpe by (uid=0)

Thu Nov 17 2017 00:15:06 mailsvl sshd[1165]: Failed password for apache from 194.8.74.23 port 4604 sshl

Thu Nov 17 2017 00:15:06 mailsvl sshd[3760]: Failed password for invalid user mongodb from 194.3.74.23 port 2472 sshl
Thu Nov 17 2017 00:15:06 mailsvl sshd[4998]: Failed password for mail from 194.8.74.23 port 1552 ssh2

Thu Nov 17 2017 00:15:06 mailsvl sshd[1930]: Failed password for games from 194.8.74.23 port 3007 sshz

Thu Nov 17 2017 00:15:06 mailsvl sshd[93483]: Server listening on :: port 22.

Thu Nov 17 2017 00:15:06 mailsvl sshd[5801]: Failed password for invalid user desktop from 194.8.74.23 port 2285 sshl
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Exiract Fields

Use the event listing below to validate the field extractions produced by your requiar expression.

Regular Expression

s+ (\dH s+ A de

Events

I ) NdLAs+() ) {*1+) port (?P<port=\d+)

1,000 events (before 1/18/18 8:57:15.000 PM)

Values
1933317023
109.169.32.135
1210245177
103.1046
217.15.20.146
233774004
141.146.8.66
2006.134.23

Sample: 1,000 events v All events v
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3.054
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Reports  Alerts  Dashboards & Reporting
Q New Search SaveAs~  Close
source="access. 1og"| [ e - PP PRUIP W PP Q

53796 events (before 1/22/18.4:15:36.000 PM)  No Event Sampling v Job v » & L
Events (53,796) Pattems Statistics Visualization
Format Timeline~  —Zoom Out Oualey ol s Lastus; il 1 hour per column

I RTINS W ST T P W R TP IO v S ——

Listv  sFormat~  20PerPage~ N I 2 3 4 5 6 7 8 9 Next >
[l oo aoms Gl
< Hide Fields = All Fields UML) el
> nmn 91.205.189.15 - - [17/Nov/2017:18:22:16] "GET oldlink?itenld=EST-148JSESSIONID=SDESLZFFTADFF53113 HTTP 1.1 200 1665 "http://www.buttercupganes. com/oldLink?itenld
62216.000PM =EST-14" “Mozilla/5.0 (Windows NT 6.1; WOW64) ApplewebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 159
Selected Field:
E\m; el host - DESKTOP-ORKAKF1 ~aa | linecount=1 | source - accesslog | s access_combined_wcookie | splunk_server - DESKTOP-ORKAKF1
. index 2 > 91.205.189.15 - - [17/Nov/2017:18:22:15] "GET /category.screen?category[d=SHOOTEREJSESSIONID=SDESLFFFTADFF53113 HTTP 1.1" 200 1369 "htep://ww.google. con” "Mozilla
 Inecont | 62215.000PM /5.0 CWindows NT 6.1; WOWS4) AppleWebKits536.5 (KHTML, like Gecko) Chromer19.0.1084.46 Safarifs36.5" 779
# linecount
 cource 1 Host = DESKTOP-DRK4KF1 =aa | linecount source = accesslog | s ccess_combined_wcookie | splunk DESKTOP-ORKAKF1
sourcetype 1 > nmn 182.236.164.11 - - [17/NOV/2017:18:20:56] "GET /cart.d0?7action=addtocar t&itemld=EST-158produCt 10=BS-AG-G09&SESSTONID=SDESLEFFI10ADFFS3101 HTTP 1.17 200 2252 "http

6:2056.000PM  //www_buttercupgames_com/oldlink?itenld=EST-15" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/s3
6.5" 506

DESKTOP-ORK4KF1

a splunk_server 1

ho

main | line 1

nt

accesslog | so ccess_combined_wcookie | splunk_server = DESKTOP-ORKAKF1

© Extract New Fields

> T 182.236.164.11 - - [17/Nov/2017:18:20:56] "GET /cart.do?action-addtocar t&itenld=EST-158productId-BS-AG-G098ISESSIONID-SDESLEFF10ADFF53101 HTTP 1.1" 200 2252 "http:
62056000 PM  //wvww_buttercupgames_com/oldlink?itenId=EST-15" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_4) AppleviebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/53
6.5" 506
host = DESKTOP-ORK4KF1 jex=aa | linecount=1 | source = accesslog @ s: access_combined_wcookie | splunk = DESKTOP-ORK4KF1
> g 182.736.164.11 - - [17/Nov/2017:18:20:56] "GET /cart.do?action=addtocar t&itemId=EST-15&product10=BS-AG-G09&ISESSTONID=SDESL8FF10ADFF53101 HTTP 1.1" 200 2252 "http
6:2056.000 PM  //www_buttercupgames_com/oldlink?itemld=EST-15" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/53
6.5" 506
host = DESKTOP-RKAKF1 =aa | linecount source = accesslog | <o access_combined_wicookie | splunk_server = DESKTOP-ORKAKF1
> g 182.236.164.11 - - [17/Now/2017:18:20:55] "POST /oldlink?itemId=EST-18&JSESSIONID=SD6SLBFF10ADFFS3101 HTTP 1.1 408 893 “http: //wwi.blttercupgames com/product: scre

62055000 PM __ en?product1d=SF-BVS-G Woz1113/5.0 (Macintosh; Intel Wac 05 X 10_7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 134
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Smpat > Advanced
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< Hide Fields i= All Fields Adapter_GUID x
Selected Fields 6 Values, 55.32% of events [ Yes NO] |
host

source Reports
sourcetype Top values Top values by time Rare values

Events with this field

Interesting Fields
Adapter_GUID alues Count % '

Adapter_Name {T14E702F-678C-4243-A508-DACBA1 224896} 564 63.442% |
ComputerName
X {4FFD5810-0F85-4F36-0451-B9BBF5925AD8) 109 12.261%
date_hour
date_mday {F25142AB-9361-483A-9CD4-1 BTT41A940C0} 109 12.261%
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-~ i o . |
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Purpose of Command | What it Does Actual Commands

Filter Reduces results to a smaller set. search
where
dedup
head
tail

Sort Orders the results and can also be used to sort
limit the number of results.

Group Puts those results like members together in | transaction
groups to better see patterns in the data.
Report Takes results of a search and summarizes top / rare
them for a report. stats
chart
timechart
Other Included in this group are those thatallow | fields
vou to filter out fields, modity fields, or add | replace
tields to vour results. eval
rex
lookup
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