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ESET Research

On January 25th discovered a new cyberattack in
= Ukraine. Attackers deployed a new wiper we named using
Active Directory Group Policy. The wiper is written in Go
programing language. We attribute this attack to .1/3

\II Functions 0 & X

Function name Segment Start A

f| type__eq_os_exec_Error Jext 004AF910

f | main_main text 004AF9A0

£ | main_walkFunc Jtext 004AFCDO
main_wipe :
main_drives . 00480420
main_paths . 004B05A0
main_GetNamedSecurityInfo . 004B0AB0
main_SetNamedSecuritylnfo . 00480840
main_SetEntriesInAd . 00480C20
main_Apply . 004B0OCFO
main_Apply_func2 . 004B0F20
main_Apply_funcl - 004B80F60

el b olaxic ¥
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7346E2E29FADDDG63AESC610C07ACAB46B2B1B176

Win32 EXE

MB (1602560 bytes) 1.53
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MD5
SHA-1
SHA-256
JU gy
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> ] VIRUSTOTAL

x

53 security vendors and no sandboxes flagged this file as
malicious

53

170

* Communi ity Score v
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aie <001 esdsK 158728 K SODA VG EGEMES Cope
SecurtyHealthSystray exe 1816 K 9520 K 1076 Windows Security notfficatio... Microsoft Corporation
vmtoolsd exe <00 19120 K 38840K 5124 VMware Tools Core Service  VMware, Inc.
=) @ OneDrive exe 21896 K 82132K 2680 Microsoft OneDrive Microsoft Corporation
QMaosoﬁ.ShaePoH.exe <001 9,360 K 34780K 4568 Microsoft SharePoint Microsoft Corporation
= i msedge exe <0.01 42936 K 114808 K 8324 Microsoft Edge Microsoft Corporation
meedge.exe 2056 K 7428 K 8608 Microsoft Edge Microsoft Corporation
msedge.exe 25796 K 28380 K 8828 Microsoft Edge Microsoft Corporation
msedge exe <0.01 12,0892 K 34380K 8840 Microsoft Edge Microsoft Corporation
msedge.exe 7.960 K 18972 K 8896 Microsoft Edge Microsoft Corporation
msedge exe <0.01 88664 K 133472 K 9084 Microsoft Edge Microsoft Corporation
meedge.exe 14972 K 25872 K 8556 Microsoft Edge Microsoft Corporation
(= ¥ Procmonb4 exe 4712K 13792 K 5900 Process Monitor Sysintemals - www sysinter
/i Procmon64.exe 2520 106,644 K 63220K 936
1 procexpBd exe 1.46 24716 K 46972 K 7324 Sysintemals Process Explorer  Sysintemals - www sysinter..

<0.01 23,068 K
1db932e81050dalbad 1354F Hbc 3884992466794 9a542a6f Ibbdb 712029690 exe 1424 9816 K 16,020 K

vmic shadowcopy ,siws b 1) je0i9 VSS (slasd 9,0 Sledbl >l slasl o SwiftSlicer |ljsla
A5 6 Sele Jlaxsl bk 5 b wsS e S delete

@ Details for ... x
PROCESS:7104n5
Key Value &
D PROCESS:7104n5
PID 7104n5
Name [

Path JOWE4 Whem'

FullPath /OWE4 \Whem'wmic exe
CommandLine y delete

Start Time v

i Time Event
> 2/15/23 B82/15/2023 10:47:46 AM
7:17:46.000 AM ... 22 lines omitted ...

Company: Microsoft Corporation
OriginalFileName: wmic.exe

CommandLine: wmic shadowcopy delete
CurrentDirectory: C:\Users\Apa\Downloads\
Show all 38 lines

host = DESKTOP-BNVFBGS source = WinEventLog:Microsoft-Windows-Sysmon/Operational
sourcetype = WinEventLog:Microsoft-Windows-Sysmon/Operational
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File Edit Format View Help
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Automatic Repair

natic Repair couldn't repair your PC

Advanced options
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Reset this PC

There was a problem resetting your PC. Ne changes w

Hasl gy V-0
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0055l cwgy 09,5 Sy O 5l Lyl (G900 0 03 39 g0 Sledbl yiimmen g aislul IS 51 Loy
RIS R S A VN - XVSRVISRPN S PR UE I < N FS SR St KUY B0 SO I DR SRV - KV
o yazie 3l ol jlassl ) 5l Sz ol b e el plos co s 5 (Soli inae o (Ll 3 &
0 e Siniind sl ool g loaolij o 35k 51 595 e I8l auy o0 Sl 4 (Sl @lie bl Lol

>

R

ablio g9y Y-0

HB Ko slalislay ws L Windows Defender ladle sauY 05 Jlad & )e0 yo SWiftSlicer l33la,
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I

image-version 1.0
subsystemn-version 6.1 v
“0A54EAGF1BEDBT712BASE30 cpu: 32-bit  file-type: executable subsystem: GUI entry-point: 0x0005C430 s

oS Julzi V-F

9 Sl 0 M}: Go ‘SAMJBJML))J UL’) Ja.,.qa.: SwiftSlicer )‘J.SL).J K\Y ‘4.,.9; O ygo LSLQQ_';“‘)J" gﬁ.ﬁ..‘a

il 0wl o Executable mS &g

D& Detect It Fasy v3.06 [Windows 10 Version 2009](x86_64) — O x
File name
sers\Apa\Documents) 1dbs 81050da0ba413543fafb 4993466 79 2f9a54ea6f 1bbdb712ba9690. exe

File type Entry point Base address

PE32 0045c430 Disasm 00400000
File info MIME Hash Strings Signatures Entropy

Im 1P0 ort

Time date stamp
1970-01-01 03:30:00
Scan Endianness Mode Architecture
Automatic LE 32-hit
= PE32

Compiler: Go(1.15.
Linker: GMU linker Id (GNU Binutils){2.34)[GUI32]

Options
Signatures D Recursive scan D Deep scan D Heuristic scan |:| Verbose About
100% > Log [ Al types 344 msec Exit

el Sews sl cnl @ls Sl (B @ el o0 oS (st Slidas b

94 | wv2e[e] = (i nfj "shadowcopy™;

95 | wvze[1] = 18

96 | wv2e[2] = (i n*)"deleteefence

97 | wvze[3] = 6;

ag 12 = os_exec_Command((int)"wmic", 4, (int)wvie, 2, 2});

a9 Ds_exec__[md_Run(?_gj,

wlasd (ylo,d las Laly 5,k 5l g j9009 595 10 59290 WMIC |13l 5l oolazwl b l58lay YL oS askad o
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WS oo pedad Sb 8 s 0 1) 5 (slojeee SWITESHiCET canlol jo
v21l[@] = (int)"SeTakeOwnershipPrivilegeUS Eastern Standard Time";
v21[1] = 24;
v21[2] = (int)"SeSecurityPrivilege”;
v21[3] = 19;
vw21[4] = (int)"SeRestorePrivilege™;
v21[5] = 18;
v21[6] = (int)"SeBackupPrivilege™; [:::]
v21[7] = 17;
v21[8] = (int)"SeShutdownPrivilege";

v21[a] = 19;
w12 = main_enableDisableProcessPrivilege((int)v2l, 5, 5, 2);

Conlin o tnd 355 Oy (o053 5 kU a6l gl 585 5 gme \
SoMsh 5 b e el Cledal a5 e Y

Cﬁn\oﬁéﬂfd%ijAS&LG)JJ)AJQ&UJQ)L)_}N Y

(e 035 h gl (6l 5 s 0

16
17
18
19
28
21
22
23
24
25
26
27
28
29

13gu g0 03l Sb )8 i soglyo g s Cancd 0,53 9 (0,5 oy sl ) Ol ygiws

LogicalDriveStrings = main_GetlogicalDriveStrings(@, @);
result = LogicalDriveStrings;
if ( lva )

vll = LogicalDriveStrings;
vS = runtime_makeslice((int)&dword 4CBCEG, LogicalDriveStrings, LogicalDriwveStrings);
if ( lvil )
runtime_panicIndex(vl, v2);
main_GetLogicalDriveStrings(vil, vs);
vE = unicode utflé Decode(vs, v1l, wll};
vE = runtime_sliceruneteostring(®, vé, v7, v1a);
vd = strings_TrimRight(v&, v1@, (int)asc_4CFDIF, 1};
return strings_gensplit(va, v1@, (int)asc_4CFD9F, 1, @, -1);

}

(10,5 so |y oo 10 39290 sl o oL GetLogicalDriveStrings a,b)

109 o0 odliul D990 Slaglyd ;o cetun Gl e (o) 2 Sl s 2 Oyt dcgeme jelation g

5@ | main_GetSystemDirectory();

61 result = w29;

62 dif ( !vw3s )

63| I

&4 vidd = y32;

&5 v51 = v29;

66 w36 = path_filepath_wolumeNameLen(v22, v32);
67 if ( w36 » w44 )

63 runtime panicSliceflen(v32, v33);

69 vS4 = (int)"\b";

7@ v55 = runtime_convTstring(vsl, wv3G);

71 w5l = fmt_Sprintf{(int)}"¥s\\", 3, (int)&v54, 1, 1);
72 main_drives();
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95| 48 = fmt_Sprintf({int)"%¥s\\drivers", 18, (int)}&vw54, 1, 1};

122| 1 = fmt_Sprintf((int)"¥sWindows \\NTD5", 14, (int)&vs4, 1, 1);

D92 )2 9 J.Skgo FIPES \C:\WindOWS e A )‘)S‘JJ ual.‘> SHge L as RO 0 uLw.ﬁ Yla LgLQbJS dxlad
<!y C:\Windows\NTDS 5 C:\Windows\System32\drivers .o 5o & 55055 o5 5 puuee ()

(Wl )8 so |, C:\Windows saigy b gixe GetSystemDirectory b) .o )ls <o 50
Sy plad 45 255 asuiie Bolat ZSLIS L ot gma iy, aiged bl bl diges wiz gm0l e

Soly o ol A7 0 500 £o,0 bl ya glaml 5l g 055 e )8 Al 050 8l ol lawgs b
e g SbyE BB 9,2 ) (SBola xSTS

= Test (1).doc - Compare it 43 - X
File Edit Merge View Options Tools Help Register!
k=Rl ] — N -
D:\Test-1\Test (1) doc C\Users\Apa\Documents\Test {1).doc

[00008EF0 €5 00 61 00 64 0D 69 00 6E 00 €7 00 20 00 37 00 i 0000SEF0 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 &E5&56GEEEEEEEEE ~

00008F00 00 00 OC 00 07 00 OA 26 06 OB 46 12 00 40 26 06 00008F00 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GE8486G56EEEEEEE

00008F10 00 00 3E 00 08 €0 71 00 02 00 3E 00 0D 00 00 00 00008FLO0 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 G864666EEREEEEEE

00008F20 00 00 00 00 00 0D 09 00 48 00 €5 00 61 00 &4 00 00008F20 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GE6&EEG5EEEEEEEE

00008F30 €9 00 6E 00 67 00 20 00 38 00 00 00 OC 00 08 00 00008F30 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GE5486G56ELEEEEE

00008F40 0A 26 07 0B 46 12 00 40 26 07 06 00 36 08 81 5O 00008F40 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 §55&66GEEREEEEEE

00008750 08 81 38 00 09 €0 81 00 02 00 38 00 0D 00 00 00 00008FS0 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GEEEEEEEEELEEEES

00008F€0 00 00 00 00 00 00 09 00 48 00 €5 00 61 00 64 00 0000SF60 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 &5545665685E68EE

00008F70 €9 00 6E 00 €7 00 20 00 39 00 00 00 OC 00 08 00 0000SF70 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 &E5aEEG5EEEEEEEE

00008F80 OA 26 08 0B 46 12 00 40 26 08 00 00 44 00 21 60 00008F80 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GEELLELELELEEEEE

00008F90 F2 FF A1 00 44 00 0C 01 00 ©0 00 00 00 00 00 00 0000SF90 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GE6&G6GEEREEEEEE

00008FA0 16 00 44 00 65 0D 66 00 61 00 75 00 6C 00 74 00 0000SFAD 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 &£5&5665EEEEEEEE

00008FB0 20 00 50 00 61 00 72 00 61 00 €7 00 72 00 61 00 00008FBO 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GE5486G5&EEEEEEE

00008FCO 70 00 68 00 20 00 46 00 6F 00 €2 00 74 00 00 00 00008FCO 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 G6646665EEEEEEEE

00008FD0 00 00 56 00 €9 40 F3 FF B3 00 56 00 0C 05 00 00 0000SFDD 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 GE6&EEG5EEEEEEEE

00008FE0 00 00 00 00 00 00 OC 00 5% 00 €1 00 62 00 &C 00 0000SFE0 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 &5548665665558EE

00008FE0 €5 00 20 00 4E 00 6F 00 72 00 €D 00 61 00 &c 00 0000SFFO 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 26 G£555665EEEEEEEE
"B " |oooesooo [00]0o 20 0o 3 56 0 00 17 F6 03 00 00 34 D6 06 00009000 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00009010 00 01 05 03 00 00 34 D6 06 00 01 OA 03 6C 00 61 00009010 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00008020 F6 03 00 00 02 00 0B 00 00 00 28 00 68 60 F¢ FE 00009020 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00009030 €1 00 28 00 00 05 00 00 00 00 00 00 00 00 07 00 00009030 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00009040 4E 00 6F 00 20 0D 4C 00 69 00 73 00 74 00 00 00 00009040 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00008050 02 00 OC 00 00 0D 00 00 60 00 3E €0 01 00 F2 00 00009050 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00005060 €0 00 OD 00 00 00 00 00 00 00 00 00 05 00 54 00 00009060 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00009070 €9 00 74 00 €C 00 65 00 00 00 18 00 OF 00 13 A4 00005070 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00008080 00 00 14 A4 78 0D 24 64 04 01 OF 01 4E C6 08 80 00009080 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00009090 80 80 00 04 01 01 00 00 1F 00 35 08 81 42 2& OF 00009090 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

000090R0 43 4A 30 00 48 48 1C 00 5C 08 81 SE 4A 02 00 €1 00005020 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00008080 42 20 00 70 €8 33 33 99 00 00 34 00 4A 60 F1 00 00009030 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

000050C0 02 01 34 00 0D 00 00 00 00 00 00 00 00 00 08 00 000050c0 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

000090D0 53 00 75 00 €2 00 74 00 69 00 74 00 6c 00 €5 00 00009000 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

00008020 00 00 06 00 10 00 14 A4 68 OL 04 00 43 4A 24 00 00009080 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15

000090F0 52 00 FE 6F 01 00 22 01 52 00 0D 00 00 00 00 00 000090F0 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 15 .

11/6/2022 11:24:34 AM | 70.0 KB (71680) | 2/15/2023 10:4%:00 AM | 70.0 KB (71680) | | 0oos210 (37392)
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Samples:

MD?5: fee7¢379f3a555c5c821e872ec384a91

Detection names:

Kaspersky: Trojan.Win32.DelShad.kiw

Bitdefender: Generic.Trojan.Wiper.B.ADD137E4
ESET: A Variant Of WinGo/KillFiles.C

Windows Defender: DoS:Win32/LeopardBlade.Aldha

(Detection) oLoLL A

LS oo B> |y 5909 VSS (glad >l 51 alolddl SwiftSlicer jlsla, aSl @y a5 b @
0,5 olulis |y Shadow Copy L Lo jo codled aisS o lg5 s SOl ;o 15 (6565 51 oolaiu]

((EventCode="4688" OR EventCode="1") (CommandLine="*vssadmin* *delete* *shadows*"
OR CommandLine="*wmic* *shadowcopy* *delete*" OR CommandLine="*vssadmin*
*resize* *shadowstorage*"')) OR (EventCode="5857"

ProviderName="MSVSS _PROVIDER") OR (EventCode="5858"
Operation="*Win32_ShadowCopy*")

Ba> b8 i yo 1) g0k slo L« oS Sloj alols o SwiftSlicer 8oy a5 Sl @
1 S sSie [l S lsie 4 lsT o Seb oo onalice LWIPET 18 Ysess a5 |, |1d, 1l S o
el lolid BB SOl )0 nj 635 L aS <35 )l 5o Jolepinsn

index="sysmon" EventCode=23 (TargetFilename="*.exe" OR TargetFilename="*.sys" OR
TargetFilename=">*.dll")

|stats values(TargetFilename) AS deleted_files min(_time) AS firstTime max(_time) AS
lastTime count by ComputerName, User, EventCode, Image

lwhere (count >= 100)

|convert timeformat="%Y -%m-%dT%H:%M:%S" ctime(firstTime)

|convert timeformat="%Y -%m-%dT%H:%M:%S" ctime(lastTime)
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